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CPU : Quad Core 2.50 GHz 0] &
RAM : 16.0 GB 0|4
HDD : 300 GB O 4
OS : Windows 10
Rocky 9.1
O| O E{H| O] A : PostgreSQL (RHH| LiE)
E 22X : Chrome 100.0.4896.88
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8. M| ILIHZ Ma3tA 2.
0. BE EX|8}7| HHES 223N 2.

10. A&7t SX| LTt

CMD B O{ Z Sparrow Enterprise & X|5}7|

<Windows &4 >
Mt ofL| X Cf & CMD B O 2 Sparrow Enterprise AHE AX[& 4= AE LT
1. I7[X|of Z2tE CDE 2X[Z AFHO L YUStM K.
= CIH E2|0f FAfe

rHo
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08

DOf| Z3t=l sparrow-enterprise-server-{OS+version}.zip Lt 22 s}
LSS A5 K.

BN C#Windows#Systemn3z2emd.exe

Warning: Sparrow Enterprise2| 2X| Z20] ot=2 L= SHO| 2|0 Yo FoXo= X g
X| g&Lct.

3. {Sparrow Enterprise At EX| C|HE2[} 2L 0| A= install.omd It L= HASHA 2.

B CwwWindowswSystem32atcmnd.exe

parrow-enterprise-server—windows—r1534-20

CiWSparrowfEMTERPR | SEffserver>cd spa

CSpar rowfENTERPR | SEfs ervertispar row—enterpr ise—sery

rer—windows—r 1594-202
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BN C#Windows#Systemn32cmd.exe — O e

owHENTERFR

owHEMTERPR

roWtfENTERP

roWtfENTERPR

owWENTERPR

- rowHENTERPR | SEfs e sparrow-enterpris wer—windows—r1594-

G #SparrowiENTERPR | SEffservertfisparrow—enterpr i ar—windows—r 1594

6. start.cmd L2 2 AN L.

7. Bt 22 HAIX| 7F BAIZ B A7) A[ZFE LT,
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CitsSpar rowWENTERPR | 5Bz erverfispar row—enterpr i se—server—windows—r 1594-20231222>start . cnd
Task [start] started
Modules: all modules

start :
Temp late updated to CiSparrowfENTERPR | SEfservertfspar row—enterpr ise—server—windows—r 1584-20231222%dbMco
nfiglape | ication, yml

231222desynchronous script executed at Ci#SparrowfENTERPR | SEWserverfisparrow—enterprise—server—windows—r1534-20

start :
Azwnchronous Scrlpt executed at CisparrowfENTERFR | SEfserverispar row—enterprise—server—windows—r1534-20
23122 2imey

start

Temp late updated to CiiSparrowENTERPR | SEfzerverfspar row—enterpr ise—server—windows—r1594-20231222zerv
ceflgatewayticont isfape | ication, vml

Azwvnchronous script executed at C #SparrowfENTERPR | SEfservertispar row—enterpr ise—server—windows—r1534-20
23122 Mserviceflaateway

start
Azwnchronous Scrlpt executed at CisparrowfENTERPR | SEfserverispar row—enterprise—server—windows—r1534-20
231222Mstorage

start

Template updated to G WSparrowfENTERPR | SEflzerveriispar row—enterpr ise—server—windows—r1894-20231222zerv i
cetbackendicont iatape | ication, vml

Azyvnchronous script executed at C#SparrowfENTERPR | SEfzervertizpar row—enterprise—server—windows—r1994-20
231222Mservicetbackend

start

Temp late updated to Ci#SparrowfENTERPR | SEfzerverfspar row—enterpr ise—server—windows—r1594-20231222serv
cefibrokerticonf i aflconf ig. json

Azwnchronous script executed at CifSparrowfENTERPR | SEfzervertisparrow—enterprise—server—windows—r1534-20
231222Mservicetbroker

start

Tempzlate updated to G WSparrowfENTERPR | SEflzerveriispar row—enterpr ise—server—windows—r1594-20231222Mzerv i
ceffzasticontiotape | ication. vml

Azyvnchronous script executed at C#SparrowfENTERPR | SEfzerverfispar row—enterprise—server—windows—r1994-20
231222Mservicetizast

start

Temp late updated to C:#SparrowfENTERPR | SEfzerverftspar row—enterprise—server—windows—r1594-20231222serv
cefidastiiconfiotapp | ication. vml

Azwnchronous script executed at CifSparrowiENTERPR | SEfzervertisparrow—enterprise—server—windows—r1534-20
231222Mzervicetidast

start

Template updated to CSparrowfENTERPR | SEflzerveriispar row—enterpr ise—server—windows—r1594-20231222zerv i
ceffscacont igiape | ication. vml

Azwvnchronous script executed at C#SparrowfENTERPR | SEfserverfispar row—enterpr ise—server—windows—r1534-20
231222Mservicetisca

start :

Template updated to CfSparrowiENTERPR | SEfzerverispar row—enterpr ise—server —windows—r1594-20231222Mzerv i
cefitsoficont igiape | ication. wvml

Azwnchronous script executed at CrSparrowfENTERPR | SEfzervertizparrow—enterer ise—server—windows—r1534-20
231222Mzervicelitzo

start

Temp late updated to CiSparrowENTERPR | SEfservertfspar row—enterpr ise—server—windows—r1584-20231222Mserv
cefwork f | owllcont isfape | ication.properties

Azwvnchronous script executed at G #SparrowfENTERPR | SEfservertispar row—enterprise—server—windows—r1534-20
23 222Mzervicetiworkf low

start

Template updated to CfSparrowiENTERFR | SEfzervertispar row—enterpr ise—server—windows—r1594-20231222Mzerv i
celif rontend®. env

Azwnchronous script executed at CiSparrowfENTERPR | SEfzervertizparrow—enterer ise—server—windows—r1534-20
231222Mzervicelifrontend

Entry point:

Total time: B7.326s
Task ended: 2023-12-22T17:07:25.788

A|ZHEl Sparrow Enterprise A|H & S X| 6= &

8. {Sparrow Enterprise M|t HX| C|ME2|} ZEZ 0| SN 2.
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BN C#Windows#Systemn3z2emd.exe

C i spar rowWENTERPR | SEfserver>cd sparrow—enterprise—server—windows—r1534-20

Cispar rowENTERPR | SEfser verflspar row—enterpr i se—server—windows—r1534-202

9. stop.cmd It 2 2 HASIA 2.

10. CH2T} 242 DIAIX|7F BAIE| A M7} EX|E Lot

BE¥ C:#wWindowswSystem32ttcmnd.exe

r=windows—r159

<Linux 24>
Sparrow Enterprise A{H{= Rocky 9.1 4 0jA{ CMD HEHOIE HX|2 5= UEL|CL
1. 07| X|of| Z=tEl CDE HA|2 AFEO &USHA 2.

2. CD01| HZ2tEl sparrow-server-{OS+version}-{YYYYMMDD}.tar.gz It 2 2 {l5t= & C|HE2|0
SAtet = =2 SiHISHM K.

Warning: Sparrow Enterprise@| MX| ZZ0f $t2 L= SH0| Z3te|of QoM AN o2 MX| |
Xl &L

3. {Sparrow Enterprise A{H{ AX| C|HE2|} Z2C0f U= install T LS ZYSHAM Q.

N
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4. Sparrow Enterprise’} A X|ElL|C}.

my
o>
T
o

M X| =l Sparrow Enterprise A|H{ & A|Zfst= Y2 CHSD
5. {Sparrow Enterprise M| HX| C|ME2[} A== 0|=5tM| Q.
6. ./start ZHO|E AN 2.
7. MH{ 7} A|ZFEILICH

A2} El Sparrow Enterprise MH & SX|5t= &2 Ctaar &L Tt
8. {Sparrow Enterprise A|H{ HX| C|HEZ|} ZEZ 0|S5IN 2.
9../stop FHOIE HASIN .

10. A&7 SX| LTt

Sparrow Enterprise Z=IHE| 474 5}7|

Sparrow Enterprise MHE &X|& I oot 27 FE = “*{Sparrow Enterprise M H EX| C|H E2[p+0f QU
£ sparrow.properties It 20| 7| S &l L|C} Ct32 &106t0] o T Tt M E LES st HEE2
ENMZRIU HYS HEAY = ASLCH

v MH|A 2%
service.host
Sparrow Enterprise MH{ 2| @ AE FAQL|CH (7| 24k )

service.public.host

Sparrow Enterprise MH 2 Q520 371 S MO 2 AI8I= SAE FAQL|CE 0|2 E0{, 0| SAE F
A5 ALEOI0] 2M0| 2tRE| 0 i E A0 YZ2ot=s FLAE U = JUSLICH(ZI=4k )

service.frontend.port

Sparrow Enterprise AM|\H 2| ZEEUE ZE M5 QL|CH(Z| 24k )
service.gateway.port

Sparrow Enterprise A{H{ 2| H[O|EQO0] ZE HZ YL|C} (7| 24k )
service.backend.port

Sparrow Enterprise A{H{ 2| BN E ZE o QL|CH (7| 27k )
service.brocker.port

Sparrow Enterprise AM|H 2| HE27 ZE HS QL CL(7| =24k )
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service.brocker.grpc.port

Sparrow Enterprise A 2] 2270 A AHE35}= gRPC(google Remote Procedure Call) ZE #H 5 QI L|C}.
(7|E7|‘. )

— HA.
service.sast.port

Sparrow SAST MH Q| ZE oz YLICH (7|24 )

service.dast.port

Sparrow DAST AMH{ 2| LE B QL|CH(Z| 24k )
service.rasp.port
Sparrow RASP ME{ Q| L E B QL|Ch (7|24t )
service.sca.port
Sparrow SCA AMH Q| ZE Ho QIL|C (7| 24! )
service.tso.port
Sparrow TSO MH 2| ZE D YLICLH (7|24t )
service.workflow.port
HIAE= MHel ZE HD QLICH 7|24k )
service.entrypoint
Sparrow Enterprise MH 0l F&3517| 5| At&St= ZES X[FLICH(Z| 24k )
vERE 1S 2%
service.db.enabled
Sparrow Enterprise H|O|E{H| 0|~ & F&5l= 50| , 2 FEgUChEl=2a )

service.storage.enabled

Sparrow EnterpriseOf| A A&3t= M| MY A T8t SM0|H

)

2 FEYLChEI=

service.activemq.enabled

HIAEZZ2| OIS0 2 AMEE|= ActiveMQ MHE T+&3t= SM0(|

ak: )

2 gLl

service.frontend.enabled
Sparrow Enterprise A|H{S| ZREEANEE 7 F5t= SH0|H 2 FEgUCLE|2ak )

service.gateway.enabled
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Sparrow Enterprise A|H{ 2| H|O|E Q0| & T+ &st= SM0|H 2 FELChLEI28:
service.backend.enabled

Sparrow Enterprise A{H{ 2| HHAIE & 7 F5H= F440|H , 2 FReUChEI24k
service.broker.enabled

Sparrow Enterprise A{H{2| HEEHE F&5t= S430|H , 2 FReUChEI24k
service.sast.enabled

Sparrow SAST MH & T+ &5t= &M0|H . 2 FESUCh| 2k )

service.dast.enabled

Sparrow DAST A& 7+&5l= &M0|0 . E FESUCLEI2ek )
service.rasp.enabled

Sparrow RASP MH & T&5t= S0 . E FEYLLCLEI28k )
service.sca.enabled

Sparrow SCA MHE #&5l= SM0|H , E L=k )
service.tso.enabled

Sparrow TSO AM{H & T+&5t= 40| , 2 gY@l )
service.workflow.enabled

HAER MHE F35t= SH0|H , 2 gY@l )
service.frontend.https

Sparrow Enterprise A{H{S| ZEREQIE ZR2EES 2 485t= 80| . 25
Ch(Z1 24k )
v HIO|E{Hjo] &~ 27
db.home

Sparrow Enterprise H|O|E{H| 0|~ 0| B C|H EE] = & LICH(7| =5k )
db.host

Sparrow Enterprise H|O|E{H|O| A 0| Z A E QIL|CH (7| =k )
db.port

Sparrow Enterprise H|O|E{H|O| A 0| L E H D QJL|C} (7| 2L )
db.name

177160
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Sparrow Enterprise Cf| O E{H| O] A
db.username
Sparrow Enterprise Cf| O E{H| O] A

db.password

Sparrow Enterprise O O| E{H O| A2 A} X} H[HH D

geLthel=at

Tip: AES-256 ¥ 12|&
£ AES-2562

v 2ERX| 4™
storage.home

Sparrow EnterpriseOf| A A& 5t=
storage.port

Sparrow EnterpriseOf| A A& 5t=
storage.console.port

Sparrow EnterpriseOf| A A& 5t=
storage.username

Sparrow EnterpriseOf| A A& 5t=
storage.password

Sparrow Enterprise®i| Al At&3t=
)

v ActiveMQ E
activemq.port

HIAEZ2 OSAAHZ MEE[=

activemq.console.port
HAS 2O DISAUN 2 A8l =
activemgq.username

HIAEZ2 OSAAHZ MEE[=

activemq.password

O| A+ O] F & LILH(7]

O 2 A otE
ALESH0] Z 2 IHE|

o Ol B U=k )

=8 )

YLICE 2X £

~

87 f
ool H| et et Ct

—
= =
Ho E

M ME2o 5 CHMED Z2YLCHII=2 8

M Mo ZE M AL L2 )

HH MZ 22

ZH
A

M XME2el AHE XL O

A MO AFEAL H| L HS QL|CH 7|24k
ActiveMQ MH{ Q| ZE HSQIL|CH (7|23t

ActiveMQ MH{ 2| & ZE HS QAL[CH(7| =4k

L HA.

=0

O

ActiveMQ M H 2| AL A} O| & &I LIC (7|2 8L

187160
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S 22H0[QE GUIRE 2| GUI 7[8H0] Ot OSE AE5t= EX(I0|M AFESHZ|0f MgtetL Lt CLi= S22t
o|olE IL|Ct S2t0|¢E

2 g =0f SFLEO|H Sparrow Enterprise 22I0|HE S M X|2 W EA X E L
= 2 Sparrow Enterprise 2210[HE HAX|S}7|E T 15HM Q.

nﬁ 1]

Tip: -h EE= --help &4 1t 274 Sparrow Enterprise 22l0|HE CLI Tt S Al SHH HZH0fof Chst

20| E CLI: M| Z2HE F7}5}7|

Sparrow Enterprise 22t0|HE CLIOIM M2 Z2HEE FI5l2{H L1322 +&5HAM Q.
1. 38 ZEZEE H¥5IAM Q.
2. {Sparrow Enterprise 220/ E HX| CIAEZ}E O|SSHAM 2.
3. Linux 40| X & sparrow-cli I+ 1t FHO A FUS YHSM R

./sparrow-cli create project -f /home/user/workspace/project.json -s
https://localhost:10880 -u admin -p /home/user/workspace/password.txt

_._

4. Windows 24 0| A = sparrow-cli.cmd It & 1t FHO A U2 LM Q.

sparrow-cli.cmd create project -f C:\workspace\project.json -s
https://localhost:10880 -u admin -p C:\workspace\password.txt

5. 012 LI 88 & 15t0] S48 YSt MYSH 2. B 2 ¥R

{
Ilkeyll: llmyappllJ
"name": "my-application"
¥
JSON THUO A =T RHE 7|(ccy)*ie B 2 BRYLICEL #TEHE 0|Z(1ane)*2S LHSHK| YO
M ZRNE I AHE0E TEHE 0|22 AL L,
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-s L= --server*

A A5}t = Sparrow Enterprise A{H{ 2] IP 9 ZE HSQIL|CH (O Al
)

Z2HEE FI15t = AFEXL AE 2| IDYLICH(MA]: )
-p EE= --password
=42 A5t = ALEX AEel H2HD B MYt txt LYl @[X| LT O] M0 2f2 YHSHX| @
2 B8R MEAAEL HIZHD E YHSE= HAIX|Z7L F7t2 HEA|Z|0 SHE HA|X[Of H{EHSE AUH
£ )

2. {Sparrow Enterprise 22t0|1E HAX| C|H EZ|}2 0| S5IAM| Q.

0

3. Linux -8 0| X = sparrow-cli It & 1t THO L FHUS YHSIM K.

./sparrow-cli create analysis -k myapp -f /home/user/workspace/sast.json -s
https://localhost:10880 -u admin -p /home/user/workspace/password.txt

_._

4. Windows 2t40j| A = sparrow-cli.cmd I} & 1} HHO I SMS UHSIM .

sparrow-cli.cmd create analysis -k myapp -f C:\workspace\sast.json -s
https://localhost:10880 -u admin -p C:\workspace\password.txt

5.0t2f LHES 1oty M2 Yot 2AStM .= 2 YE &)

S 20| MHS Y ISON TS| F2 LT ST THA S CH Tt 22 FETt m3tE|ofof
SLICHO AL )

OFzhol EAUM B R (1ype)»2 Befo| RES M BA(ru11), £A BN (2dho) T SHLEE ¢
23t 4 YELICH A Y T2 e MHT RY 2T F SILIS Y 4 UBLICH ~E



X o4 yrol R (cype)2 T X EIHER|(7i1e), YE BHF(ouila), Eclipse Z2HE
) Visual Studio ZRHE (1<) F SILIE YRT 4 UGLICE EB, 24 TfY BR(a i)k

Moo Ao Z2 YL Lt

{
"type": "full",
"profile": "L &¢ Z=I",
"targets": [{
"type": "file",
"path": [
"C:\\workspace\\src\\all"
1,
"extensions": [
"java", "jsp", "cpp"
]
}]
}

24 T 40 =R (rype)+0| T U CIAE2|(+110)9 ZL +EA T4 R (patn)~0f Sgste T
O|L} EEE 2ioR FLICE 24 T4 THY SPRXF 32 yr2 24 Chatol ZghEl mhelo)
SRS Ut HLICL 2 YRste FQ BE S0 CisfA B FHLC

{
"type": "full",
"profile": "W &Y Z=Ip,
"targets": [{
"type": "build"
"preset": "gnu",
"buildCommand": "D:\\testcode\\c\\simple\\make.bat",
"buildPath": "D:\\testcode\\git testcode\\util\\testcode\\c\\simple",
"ignoreBuildError": false
}]
}
SR8y a0l YE BHEU11NY DL C/CH+ DM (preser), YE FHOH( ) YE
BE( ), *HE AIf A )5 YA OF LILC}
{
"type": "full",
"profile": "L XY Z=2uj-,
"targets" : [{
"type" : "vs",
"path": [

"C:\\testcode\\c\\simple\\build\\simple.vcxproj"
1,
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"buildConfiguration" : "Debug|x64",

"idePath" : "C:\\Program Files (x86)\\Microsoft Visual
Studio\\2022\\Community\\Common7\\IDE\\devenv.com"
}]
}
Q& (type)**O0] Visual Studio ZEME (/)0 22 BN & AR (path), LE T
( ) % =*IDE & &2( S 2 HoHOF gLt B **IDE B E( )=
ool F2E ofojgtLct
{
Iltypell: ll_Fullll)
upr\o_Fileu: ||LH I_||-%-| EEEI-OEI",
"targets": [{
"type": "eclipse",
"path": [
"C:\\workspace\\src\\all\\testProject.project"
]
}]
}
Q8 () pey=+0| Eclipse T2HE( )9 B2 2N Th4 B2 (oo r)+E YBHOF EHLIH,
-s &L= --server*
A Z3t2{= Sparrow Enterprise AH{ 2| IP =4 9 T E B QIL|CEH(Of| Al
)
-u L= -—user*
242 sl AFBXE AH Ol IDYLIChEI A )

p L= -—password

SN2 ST AFSA A U UHS S XHD v THAS| K| ALITH O] M0 32 S| ¥
2 A2 AR AN HUHSS Yotets HAIK|T L2 EAIE|D o HAIX|Of B 2SS 2
SH81 ELICL(O) A )

AARE SAOIN AE O|4E HOISIB AATC 0|4 S DL,

XEO (0]

A o e

S S YHS AZHOICH 2 ASIALE MBI £017}H 52 AZHS TojH 242 t3steis 32 B
0% 7|58 AL E & ALtk
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el Z2mpe Me X

z2ME

TestProject

DE AN AS 7Y »

@2maza [sJelo - B
NET framework design guideline | | CWE 658 4.7
CWE5947 || CWE 66047

Code conve

ns for the Java Programming Languag.
JavaScript AIF0IZE J10C 2022 | | MISRA-C 2004
MISRA-C 2012 | | MISRA-C++ 2008 | | OWASP 2017

OWASP 2021 | | Python AIF012E JH0IE 2022

Rust ANSSI guide V1.0

ATER0| Hotery TEPIOIE FE 7 »
@ 5328274 00 oo
AZEY0] HlorE TEVIOIE 2021
RIS T T

© MT% AT © MzA Ao x
EEE
TestProject TW
By 24y
Ly e=me »
@ zao=nR »
O 2&3te

Q 2M0iE £ 37014 2ABMR.

/Y oo ¢ fHE
@ 2a3C & nn
@ zaze crr wi
@ saze cr wi
@ 2a3c crr wi
@ ar3c crr nn
@ sazc Java nn
@ a3 o ni
@ sazmc o ni
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© M2 AR X

mane sy zany -
TestProject E N A4S 7Y v
=

W ey 2% 4

Enterprise.zip

@ HHosURL eyt

http://211.39141177:8080/benchmark/BenchmarkTest01660.htm!

A i o)

3

O zE7de
Q MO & 27|14 UFHIR. 8 v 0N I v |y v
L] ol AUE Adols 1
orr 07 8 #EE # TUR AR
C++ wE #if TIATH AL
Cre v #pragma TIAIT AR
cre v #undef RIAT AR
o i1 %8 EXE==RE k]
Java He LE + W 4= GNXE HET EXbE
=z i Ca
Ot"'l. I H.l E S E.EI"'I. |
7. 0| 2F5t7 =2 2R
Z A1) Of|2F UA|Q} HER 7|2 MENSIA|
8-O|'EHE SIS qﬂ EAg |_I.ﬂT72|_-|—|Ok|-9-.
© MiH 2 AR el offet X
zzue S
TestProject TestProject

oFf &A1+

(]
(=L
_— s orgt v
W 2sny
Enterprise.zip EESE oiorsiv|
B
@ EAoEURL

http://211.39.141177:8080/benchmark/BenchmarkTestOTl

O #EMO

Q ZMo|E T 204 AR,

su 2o s Holg
@ 222c oo omewE  #Z24
0 223c ot o Qg Hif KA
@ 22zc C++ o Ug #pragm
@ 222c oo oug #undef
@ 222c oo o e wE L
Q 2asc Java. ouRHE  +8l+=

OoFet tiS SO AIRHE UAYLITE LO|N OfOFE WS MEtSIB (SO SXY AZH0|
HELICH TR AL AIZHS +HE S0 #Ol HES S2AsiM R
EESR

O oFet RHelS WhESLE J|ZHILITE UE Olel 4, i, 02, 0 B SHLEE MERstH R (1= 2k ¢
2 o))
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=4 0f2f0] §SotH Z2ME g M FEL Ho|X|of ‘o 2kE Zo| ASL Chet= L - HAIXIZF HAIE L
ChofE €82l 2LER0 A= olof 25 27| S SE/510 O &l 20| FARUKX| =Holed = AS LTt
174 oilerel mei0] AgLIct s
SHES Ol 2 A ol#
L e Es 13% |
=2 53% 1 2fel 100.0%
HE 12.3% 0= 0.0%
78,618 78,618
] 9.5% LE] 0.0%
e SE 7%
el oo 25
siuz @D & ZE v 20744 7| ouy
HE javaAgent - OMIEEM SRR 2ol sdas ™ U RY olof YA & e | e
, Ol E£ HEHE We7t WaE 4 ALt .
1411512 ot n 101 0|5 >
mEMEE

17H2] ofl2fE Zr0] gLtk

Eclipse &2{ ¢!

7Y A0 M EclipseE &3t U= ZF & AH{L} S2t0|HAE GUI, S2I0|HE CLIE AHESHA| ¥
Sparrow Enterprise Eclipse E2{ 1212 S3f 2T 242 =AY = AUASLIC} Eclipse E2{122
Sparrow Enterprise 22t0|AEE HX| U &7H HX|=|X| S0 He 2 AX|S{OF L LICE TS &5t

Eclipse 2211212 2X|5tM Q.

Eclipse 2211 ¢l: 2X|5}7|

Sparrow Enterprise Eclipse 221212 2Al5}7| 23 M= Sparrow Enterprise 20| E 2} Sparrow
Enterprise Eclipse 2] 1212 & X[s}|OF B LICt. B X Sparrow Enterprise 22t0|HE HX|17|E &1t

Sparrow Enterprise 2E2I0|YUEE 2X|ot | CIES A E =AM K.

1. EclipseE & &5IN 2.
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AN

2. Eclipse0|

Help O 50| A{ **Install New Software...**

=

ZEoA 8.

S eclipse-workspace - Eclipse IDE - O X
File Edit Source Refactor Mavigate Search Project Run Window Help
DG RO iNit-0-Q- Q- i# G5 S B -OE D [uick Access] | 8 | [ &
[# Package Explorer 37 = O O g Task List 32 = 0 5
Blsl e v g-lfEEl eI xftBl49 @
=4 Test Project - @
1 Testcode -~
Find Q| Al » Activate @ @:
=
5= Outline 53 @ ~ = 0
An outline is not available.
< >
Test Project Al |
ol =

File Edit Source Refa
Hwii | & @
[# Package Explorer i3

2 Test Project
1 Testcode

<
Test Project

< eclipse-workspace - Eclipse IDE

ctor Mavigate Search Project Run  Window @ Help

A SE AN R R RN Rl
@

- &

Welcome

Help Centents
Search
Show Contextual Help

B3

Show Active Keybindings.

Tips and Tricks...
Cheat Sheets..

Eclipse User Storage
Perform Setup Tasks.

Check for Updates
Install New Software...
Eclipse Marketplace..

0O BEd &0

About Eclipse IDE
Centribute

Ctrl+Shift+L

(]

— [m] x

(et pcces] | | 8@

[E] Task List &3 =0 |5
F-lfEEl e xB49 @
- @
Find Q| o» oAl » Activate. (@ &
=

5= Outline 3 @ Y = 08

An outline is not available.

il

3. Install 0| &

AlEH ER 20| A= Add... HES

487160
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S Iratall

Available Saftware
Select a site or enter the location of a site

Ol e o select a site]

type filter tmat

Mams
(@ There is no site selected

[ Shew anly the labest veriions of available saftware
[ Growp iterns by category

@

O] Shew anly software applicable bo tanget emiranment
A Contact all update sites during install to find required software

A Hide iterns that are skesdy indtalied
‘What is already installed?

« Back Mgt =

[m] x

Add. Manage_
Sedect All
Dieelect A
Finish Cancel

4. Add Repository 0| EA|Z|H Name0i| Sparrow EnterpriseS 215t Archive... HES £

Me.
& Add Repositony *
Mame: | “ Lecal... |
Location: | http// || Archive_
@ add Cancel
5. CH2 2 ESt Eclipse 21 Q X MtUS MEHSt D HI| HES 2 &
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& Repository archive ®
= v A « Sparrow » ENTERPRISE » eclipse v | @ eclipse 24 o

24~ M E0 = W @

[
gt

& 1 pC N
B 20 A £3 SPARROW_ENTERPRISE PLUGIN_6.2.0.2.. 2024-02-26 27 o
4 Downloads
=
=4
[ =]

=] AHE

I

- =2 U223 ()

- EE U3 (Dgv <

g0

o
s o

¥

(ZIp) T

o3 Ol EinN): - ‘ * jar* zip v

6. Add Repository 0| A Add HES S E/5HH 2.

& Add Repositony *

Meme: | Sparow Enterprise || Local.

Location: jar:ﬁle;ﬂ:;-'sparruw;'ENTEﬂ.PRISE.fplug-infEPARRDv.'_ENTE| Archive._.

s
9

1l Contact all update sites during install to

7. SPARROW _ENTERPRISE PLUGIN K| 3 HtAE MEHS}
ClS Next > HES S 2I5IM| 2.

find required software X3 EtA0| MEHS S} K| Bt
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@ Irsuall

o =
Available Software

Check the thems that you wish to install CE

Work with: | Spamow Srterprise - jar fle./C:/sparmow/ ENTERPRISE [plug-in/ SPARROW_ENTERPRISE PUGIN 08 126y ~| [ gl || mamage_ |
type flter trs || seectan |
Name Versan
» [EF50 SPARROW_ENTERFRISE_PLUGIN

1 tem sebected
Detalls

[ Shew anly the labest veriions of available saftware

A Hide iterns that are skesdy indtalied
£ Groug items by eategory What is already installad?
O] Shew anly software applicable bo tanget emiranment

[ Contact all update sites during install to find required software

@

8. Next > HES 2 &M K.

& Install O X
Install Details
Review the Rems to be installed.
Marme Wersion d
il SPARROW Enterprive Eclipse Flugin 6.2.0.202307041523 Spamow Enterprise faature group
.ﬂ:u:lkhmn
Dutails
@ gk |[Cheas ][R | concel |
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9. Review Licenses 0| A I accept the terms of the license agreementZ M E{ St Finish HE S
2SN 2.
e
Rewiew Licenses
Lkcenses must be reviewed and sccepbed before the softwane can be installed o ]
s

License text (for SPARROW Enterprise Eclipse Flugin §.2.0.202307041523): |

o ATEYH AE DL HEHHH HEHe SAREL SEEH AEN EH0 HRE BL Y SHG SARER 0 HEHe AUPUG 2

LOEQY JR= LFE SDEQYT EBI 20 G5 5 POE 50| IR 5 SloUC m SOEQ0 JRNE REGERT AR JEE
HYY STEYN JE QL TEHES S0RE ZRTULD, AN SZEH0N AEE BX, BN B MEEOEN 2 AE AY THY EANA 2
LICE AT 2 AL 22X BTN 2§ Dede BR800 REE SABHU HEE = SgUct

«ATEYH HE AEY
= EERN PEE S0 MIHG S0 N B L0 AN BUE o 2 BN 86 SeEUG 2EEH0 MBS BESE 20| LD 2
AFg| B7E= HEUC

1. 3k 25
FEHe & 2ZERH JEE AR BAE S EEEMUER £ 000 { 30HA YE B MEE S 2LD

B AL DY, CIBEIg, D)0y o) FE R
STER0 REE 2%, HHA ALY, DT Eo CACHEE T & BaUL,

:EM
=nE B4
rm

| ol
i

ArME ANHA SLHELY SEL MES S BHE HD ASE PERT PG

B
ELSEYRU HER U e Es BOR = TeUD

= 4=
Hm
[ =]

5 5

AT AL NUE BN Fe 29 SANELE O 2R PHSY P21 F AUE GUE - BeUD JE U AT 2 ATENH BF
#Udnd SauEE TR GUD

6 FEH

STEFP PHELIEHY JEN THE S Ny ST GUNNA HOZ 20T & N2 ST SEORF BE), B fHE 2 2229
L HED L N A3 R HEAS mARCS Ce ) DAL BT b

(m) 1 secept the terms of the license sgreement
(211 des st secept the terms af the license sgreement

@ o s coce

10. Security Warning & 0| EA|Z|™ Install anyway HHE 2 2 &|5tA| 2.

@ Security Warning o o

‘Waming: You are installing software that contains unsigned content The
F l!,_ authenticity or validity of this software cannot be established Do you want to
continwe with the installation?

st sy ot

11. Software Updates & 0| EA|Z|H Restart Now HE2 S25l0] EclipseS CHA| A|ZSHA 2.

& Software Updates b4

@ Woaild yeu like ta restart Eclipse IDE 3 apply th changes?

Restart Now Mo

5 nlo

Ju

=
oI-'c
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&) Trust Artifacts

/A Do you trust unsigned content of unknown crigin?

Type Id/Fingerprint Marne Walidity Dates
Unsigned n/a Unknown n/a
[ Always trust all content Select All Deselact All
Classifier Id Version
osgi.bundle com.sparrow.plugin 6.2.0.202407222302
org.eclipse.updatefea.. Sparrow Enterprise 6.2.0.202407222302
@‘ Trust Selected Cancel

12. Eclipse £211Q EX|7} 2t2 & A S LICt

Sparrow Enterprise 0| ot = 2T QI5HX| 42 ALE AL AE2 SHHE ALE AL DL H|EH S E &F
2t Eclipse 22| 1010t 22 S2I0|HE 2220 = YPESL|CE W2kA Sparrow Enterprise 0| HA 2
o

| |
TSI H|Z S E Myst 2, Mot H UMD 2 S2{71210] 21218{0f gL Ct.
1. EclipseE & &5 2.

2. Window | +5-0{| A| PreferencesS = 2/5}M| 2.

53/160



S eclipse-workspace - Eclipse IDE — [m] *
File Edit Scurce Refactor Mavigate Search Project Run | Window  Help

Al |@@-‘Q#-0-quvﬁy New Window . -to (o - @|aj
Editor 13 i

[# Package Explorer % = 0 = O g TaskList 53 = 8
Appearance » =
BEEle - : F-lEEleIXBEI4D9 @
> 122 Test Project Show View » - .

1T Testcode Perspective ¥ .
Find al » oAl » Acivae. @ B
Navigation » =5

Preferances
E= Outline 37 ® T = 0

An outline is not available.

Test Project LY = 7

3. Preferences & 0| EA|Z| ™ Sparrow EnterpriseE M EHSHA| Q.

£ Preferences O ke

type filter text Sparrow Enterprise R

General
> Ant bl
> Code Recommenders
Gradle
Help
Install/Update AEAEID
Java
JSON
Maven 239
Model Editor
Mylyn
Comph A
Flug-in Development
Run/Debug
Sparrow Enterprise
» Team

Walidation
5 XML

W

ol

Mb| [Meh 22 omsHa. |

H2Es EEEESFEEREY |

WOW W W

WO W

CI AR Al AtE 2391

e

B

@ i

Tip: Sparrow Enterprise 22t0| A E S A X|5IX| §i2 42 LI HAIX[0| A YesE 2 E5H0] 210
AEES ZX|otM K.
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S SPARROW S2:0|01= £

*

, Sparw B OEN EX IO AR FraUt EXsANSUN (SasyA B
20 M2 5k 012 W S QSUICH

C=l

D SPARROW S=r0121E §X

0 W7 RS

4. KB F2 ALEXLID, HIEHS E 225

5. 21210 4335I™ Apply and Close HES 2 2/5HA 2.

[
Hu
M
re
T
rim
njo
mju
Ju
of
=
Y

& Preferences

type filter text
General
Ant
Code Recommenders
Gradle
Help
Install/Update
Java
JSON
Maven
Model Editor
Mylyn
Oomph
Flug-in Development
Run/Debug
Sparrow Enterprise
Team
Walidation
XML

m| *
Sparrow Enterprise L= r v
As
ME T https://192.168.10.43:10830
MEA} admin (admin)
2012
mz

MAE Al ZtE 28

Apply and Close Cancel

Tip: A Z Al XS 2390 M3 HAS

M ENSHH EclipseE

-
S

Tuot

I Afs22 20I5HA E L C.

7. O| A Eclipse E2{ 1 210j A Sparrow Enterprise0| 2191 &} & L|Cf,
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{8 eclipse-workspace - External Files/DO_NOT_RELY_ON_THE_DEFAULT_AUTOMATIC_SIGNATURE_VERIFICATION_TestCase java - Eclipse IDE
Fle Edit Souce Refactor Navigate Search Project Run Window Help

- 2P -0 QU i®E A B Fl e G D
2 Package Explorer X % | & 8 = B [ UntustedDatalnPrivilegedBloc. [{yS.ars ND_018.cpp OrderéxceptionsFromDerived.

& Extemal Files package com.fasoo.sem.TI;

4 MylavaProject :
&2 MylavaProj 2@ mport java.io.Files]]
private URL url;

super(new URL[] { url })
this.url = url;

)
@Suppressharnings(“unchecked"
public void invokeClass(String name, String[] args)
throws C
InvocationTargetException {
Class ¢ = loadClass(nane);
Method m = c.getiethod("main”, new Class[] { args.getClass() 1)
m.sethccessible(true);
int mods = m.getModifiers();
i (m.getReturnType() != void.class || IModifier.isStatic(mods) ||
IHodifier. isPublic(mods))
throw new NloSuchMethodException("main®);

try {
m.invoke(null, new Object[] { args }); /* BUG </

} catch (IllegalAccessException e) {

a System.out.println("Access denied”);

@Suppressiarnings (“unchecked")
public void invokeClassSafe(String name, String[] args)

ToException {

Class c = loadClass(name);

Certificate[] certs = /* BUG */ // NULL_RETURN_STD (null from getCodeSource)
c.ge ).getc ce(). getCs )

i (certs == null) {
/1 return, do not execute if unsigned

®|=1x

browser unsafe

DO_NOT_RELY_ON_THE_DEFAUL

public class DO_NOT_RELY_ON_THE_DEFAULT_AUTOMATIC_SIGNATURE_VERIFICATION TestCase extends URLClassLoader {

public DO_NOT_RELY_ON_THE_DEFAULT_AUTOMATIC_SIGNATURE_VERIFICATION TestCase(URL url) {

sparrow.properties path : C:\Users\ILLURI~I\AppData\Local\Tenp\sparrow9763914518879417130. properties

browser unsafe
RGB {255, 255, 255}
ReB {0, 0, 0}

SuT Color

border

browser unsafe
browser unsafe

RGB {255, 255, 255}
ReB {0, 0, 0}

browser unsafe
browser unsafe

hello this is message

Eclipse 22110 ZTEME F7I5}7|

X EMS ABist T2 MES XJpSLASL|CH

T AN

ZE2HE S5 Fo|M E5t7] oto| 25 SETM 1.

-Plugin-View =
C+o-F-a

Tl 4 ZRME ¢ 1

DRHE 2
Q

240724 _TW

2407 24testProject

eclipseTest

TestProject BH335200% - 442

Z2HE 0|52 YIS,
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8] eclipse-workspace - External Files/CMakeCxCompileid.cpp - Eclpse IDE
File Edit Source Refactor Navigate Search Project Run Window Help

[mi] 52 =) #-0 QBB Vi -Fl-OT OO Q g2 &S
[ Package Explorer X SE=Y g =0 Dummstedl:ata\wn [(S.4rs =) ND_018.cpp. rderExceptionsFr. [3) DO_NOT_RELY_ON_T.. 2] CMak leid... X = B G sp: I X =@
& Extemal iles #ifdef SIMULATE_TD A -
i MylavaProje char const* info_simulate = "INFO" ":" "simulate[” SIMULATE_ID "]"; +o-F-8&
= JRE Syster, = > #endif
= o into A — «  TestProject 348017 01 - SUT
& testcode Open n New Window ;m; ;anst’ amxto = "INFO” amato[1;
‘Open Type Hierarchy 4
T e 1 derinsa_cuana comue L ke 0 #BS #H MR ME x
char const “Info_cray = *conpiler_urapper [CrayPrgenv]”s
Show in Local Terminal > fendit
RER-E
B copy cul-c
B2 Copy Qualified Name efine STRINGIFY(X) srmnm /_HELPER(X)
= ] Cre £ 20200718 185223
[ Paste ik /* Tdentify known platforms by name
$5F defined(_Linu) || defined Sinun ) 11 definea(rinee
X Delete Delete ur gerined(_Ling || deftnea(_linoc) |1 (Linwx) 4t AT AP HIPHE # SO B SIS ALBSIO| 0| RS Boltte 2
Ren Ctrl+Alt+Shift+Down
Helif defined(_HSYS_) OlsfeiT] 2517 # eltiolLt ##
xRy > b plirrn 1o svs: Pl
Source. Alt-shift=s > LICk T2h HEE7} ollefetRl
P Alt=shitt=T > #21if defined(__CYGUIN_)
# define PLATFORNID "Cygwin® AOIL} 4 91A1Z X121 2T TG
i Import
#e1if defined(_HINGH32_)
& Export # define PLATFORM_ID "MinGW"
Source > #elif defined(_ APPLE_) o
& # define PLATFORM_ID "Darwin”
& Refresh Fs
Close Project #elif defined(_WIN32) || dehned( WIN32_) || defined(WIN32)
# define PLATFORY_ID "Windon
Close Unrelated Project IERTN
Assign Working Sets Selif defined(_Freessd_) || defined(_Freesso)
§ spaviow &4 A # define PLATFORN_ID "FrecssD!
@Y @ Fined(_NetoSD_) || defined(_NetBso) v oln == 21 347,990 0% 1>
SPARROW EAE ARBLICE [+ e
0 nnss e
45 Debug As > | EE31x =8 Q
Q- Profile As > ~
"projectkey” : "TestProject”, 1010 2156460 # SR 44 AMRAG Ciltestcodelsasticiall_caselCMa
Restore from Local History.
PyDev 5| rprojectliame” : "Testproject”, ' C HEE AR UATIAR e e
Tz > "startedOn” "2024-07-24 02:24:16",
Compare With > ] estcode L_casel
@ oo > runnedey” ;¢ o oAt
3 2 AL ALR te: el I_case\
Configure > *id" : "admin”, ! #EE#E A
ialosty name” : "admin” ' #EBHHBUT AR Cltestcode Lcasel
Propeties Al-Enter X
' estcode Lcase

MylavaProject

Y AN e B = A 24 S HEGHM 8.

A
x
& v|

S B

St

AJEEL7|

e TS M L.
p:BY TEOYL 0% AS FHD HY SH S Helo) YRS HEE 20 Ho|H YLk,
¢ 8L A ERnYS HusM L.

27} EA|ElLC}

At

MO| ZLtD ZIHE 201512 ™ Sparrow-Plugin-View &2 ZR2HE S E20|AM EMS slst ZZHE
225 . S F442| Olf FF0| EAIELICL 07| M O|++0f CHEH Chot YEHE =Holg = A5 L
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& sparow-Plugin-Visw

g + o-
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& TestProject

i =7is22
nm
i =127
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M =esss

M =s457
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nn
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nn
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EH| 348007 05 -

HH 347990 ols £ 24

code\sasticlall_case\AlICheck

Ctestoode\sastic\all_case\T_P.Cases

Hlm CH4l B +8  Cllesicooe _case\l.P.Case
H| D CHA TE 8 Chjesicodelsas _caselAlICheck
B cargo €8  Cluestcodelsasticonfigohkiruleise
SEET cargo @8 Clestoodelsasticonfigehkirulgise
PEHEE cargo YF  Cltestcodelsasticonfige

REES cargo 4%  Ctesteodelsasticonfigehkirulelse
Fo HEUE MM Cltesicode\sca\cocoapods_sro_vu
Hog HEWE S Cojes sealco Js_sre_
Forg YEHME ME  Cltesicodelscalcocoapods_sr_vu
ot HEUE M8  Citesicodsiscalcocoapods_sio_vy
Hett HRAE MR Ciltesicodelscalcocospods._src_vul
Fegt HEUE M8 slcodelscalcocoapods_sro_vu
#Hojwt e MR Cltesicodelsca\cocoapods_sro_vu
Hoh HEUE ME  Cllestcodelscalcocoapods_sro_vulr
Flargt HEHAE A= sicodelscalcocoapads s vy
oot HoHE ME  Citesicodelscalcocoapods_src_vuln
o HEUE ME  Cllesicode|scalcocoapods_sre

T M BE

E0 Ol 0l Tt YEE mAIRLICH
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& Sparow-Plugin-View =8

Ct+o-F-a

« TestProject HH 348017015 « SEH v
w0 347288 XQuery &9 ¥
7le B

I % &8 o VB.Nel B 2024-07-18 1919064

XQuery &9 A= ASEX Y2 215 Y4t ZEE XQuery 728 HEEL
ck.

XQueryS AHSEHY XML ClOJE[H] (B8 B8 H2|5 dU T O AFEElE 25 ud
oholl Chisl HE ¥ 52 47 EWatE] o™ 2557 el 2S5 yez E
T 4 A ElLICt o) 2 2is HHAtEIE| 2 C0E & RS PIE HAE 2
2 £ AL o E E0 XQuery 22 username="local_user?' If 20| &2 u}
HHEE AFESH usernamedt H| QR EAMEE FERELICE T 2lRH M B2 E
e S E2XEd HE USRI HERE HR OSSN 22 SN EE UEE +
UGLICL " admin® or "='* ] BXEE BT 2|9 ZUEE OhFat gLtk
username = ‘admin’ or "=" "="2 YHL} trueC| 22 username | TS £
e /=

XQueryH| AHEEl= 22 H2dd|0|E(H 3t 427 9 2| oo B HEj2i=
of ZLlck

ol# olzg et

s
]
(=]
B
3
I

0
=
R

AAFLE Olfr M L= Olfr A& A0l Chet 7|2 &2, 4= &l Olfr2 223 L 2o of
YOl LA OlE, sl S O]+ 0fl Chet fledet oA 5L FF et O A7 22 HA|E LTt
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& Sparow-Plugin-Visw » =0

C+o-F-@

&« TestProject EiH| 348,007 0l + 5%

247288 XQuery &8 x
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B Form2(E) 54 22 20| YA=RaLICL
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Eclipse 22{1¢2l: 4 X5} 7|

1. Eclipse2| Help 0| 0l Al About Eclipse IDES = 2/5IM| Q.

2. About Eclipse & 0| EA|Z|™ Installation Details HES S E5HA| .
3. Sparrow Eclipse PluginS 1 E{ 3t 2 Uninstall H
4. Uninstall Details &0l A Finish HHE2 2 2/5tAM Q.

5. Restart Now HHES 22/5l0] Eclipse 22 1210| A X 2| Y =X| &QISHA 2.

6. 220 M Eclipsel| AILHO|A7t = B2 E O|55HM 2.

7.0t EEHE HASHA 2.

8. O M| &K 7} 2t = X A5 L E.

Eclipse 22/ Q10 2%t £2AFE W HAZHE Zlb= HOAME 2 = ASLICE XtAet &2 &
7

AAEOlfr, AR HE Ol7r A 2|2 HEHE =057 & HA5HM /.

Intelli) S &8st Y= AL AI2H Sparrow Enterprise Intelli) £22{1912 A X[sfAM & ML GUI, CLI
ZC0|HEE AH8Sts AL HE[oH 2ME =AY = USLILCE Intelli) E2{ 1212 S20|HEE AL
St 0] 7| W20l HX S2t0|HEE AX|sH0f gtLICL S2I0|AEE HX[St= L2 S20|

Intelli) E2{1¢l: EX[5}7|
1. IntelliJE 2 ASIAH Q.

2. File 0|70l A SettingsE = El5HAM| Q.
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I@H Edit View Mavigate Code Refactor Build Run Tools WCS Window Help TestProject - Mair
Testl  New 2 &~ A | Curent File ¥
& Open
g B - pom.xml (TestProject) & Mainjava
) Recent Projects >
; Close Project package org.example;
Ctrl+Alt+S
B Project Structure. Ctr Shift=5
File Properties >
»  public class Main {
Local History > ) i . .
> public static void main(String[] args) {
H save all Ctrl+S ) . )
s Alt+Enter with your ca hou
'S Reload All from Disk Clrl=Alt+Y -
Repair IDE
Invalidate Caches.
N Manage IDE Settings. >
to the code.
New Projects Setup > -
>
Power Save Mode
[ ]
Exit
b
T
=4
g
&
£
£
=
-l
2
n
P version Control S TODO @ problems  BH Terminal @ services “\ Build & Dependencies
I Edit application settings

= [m] X
»EGE QO D
e
=
OFF |8
£
m
=
z
g

LF UTF-8 4spaces ‘i

3. Settings 2| Plugin 0| 7 & 2 &0t 2EZF 2|0 U= 878 Of0|2= S EHAM 8.

B seting:
| Pluginy Warkerolace  inszalled e ]
* Appearance & Behivor Wurage Flugin Repe
HTTF Pegecy Settingi.
Scala Wrags Fugie Cutificas
T o
et

' o I oot 0 Commtouded Phagna

Trusls Al Demsloaded &
WS WS Toolkdt - Amaren 4, Code_ Cuenview Wity raew - ey

. Gragie Pro
v Idiasim

LA

. Metliraing. Axademmy
Al ot for thi Sl language. The haliiing Teatuse e
ivailable for free with sl DA Community [Eticn

i‘i} Koy Peomater X
T isew v * Cading stitnde hghgheng
redpsasningt, 6t

™1 rmord * Nawigation. search, information sbout types and imglicits

s pEion PTG

4. Install Plugin from Disk. £ = 2|3} A4 2.
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| B choose Plugin File y
JAR and ZIF archives are accepted
#® O ] x G G Hide path

C:aSparrowwENTERPRISEfintellifenterprise_ij_plugin-0.1.202403050001 zip | =
| | |

b PerfLogs
# [ Program Files
> B9 program Files (x86)
v [ Sparrow
» I DAST

~ [ ENTERPRISE
> 1 231027 dcta
client
| eclipse
! intelll
Il enterprise_jj_plugin-0.1.202403050001.zip
? | runtime-agent

£ W W

> SErVEr

+ U SparrowEnterprise_EventClipboard
| * task-agent

> Bt

5. Choose Plugin File 0| HA|Z|H ZZ0|M CH2 2 ESH Intelli) E2{ 10 2 X| THYS MEISED OK

HES S0 1.
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| m File Edit View Mavigate Cede Refactor Build Run Tools VCS Window Help Test.m [testcode - [m] *
|
| SAST  testcode = objc  security Ldapinjection = LdapinjectionTestm £~ A CumentFile ¥ Q .)|
1
b Project ¥ = | @ — 2 CNFS_00d.cpp £ FormatString.m 2 LdaplnjectionTestm i | spamow-plugin Q — g
e 3
& 7 i java [Testcode] *m files are supported in other JetBrai Try CLion Ty Intelli) IDEA Ultimate  Dismiss. §
| CWTest N =
& SAST CHTes if (err == LDAP_SUCCESS) %10~ v z
4 Enterprisezip I g
1 sparronizip NSL " TLS tablished"); ’
> Nl external Libraries og(@ established");
‘0 Scratches and Consoles Fetse {
ldap_get_option( 1d, LDAP_OPT_DIAGNOSTIC_MESS
NSLog(@" ldap_start_tls_s(): %s", ldap_err2
NSLog(@"  ssl/tls: %s", msg); b I
ldap_memfree(msqg);
+; b |
k |
NSLog(@" Bind Data:"); l
NSLog(@" Mech: Simple"); |
NSLog(@" DN: %s", bindDN ? bindDN : "(NU - |
NSLog(@" Passwd: %s", bindPW ? bindPW : "(NU
oF 205N,
NSLog(@" binding to LDAP server..."); Sy == } " " |
cred.bv_val = bindPW ? strdup(bindPW) : NULL;
OiA A A0 AIZS HE{ZRL0|E Aol 2I9I5tHE
cred.bv_len = bindPW ? (size_t) strlen("drowssap") ST h -
err = ldap_sasl_bind_s(ld, bindDN, LDAP_SASL_SIMPL
if (err != LDAP_SUCCESS)
I HESR 717
o NSLog(@" ldap_sasl_bind_s(): %s", ldap_err2str
ldap_unbind_ext_s(ld, NULL, NULL);
return @;
b
MPlanfON  Saitiatine Taatee 0.
sparrow-log o -
P
g
£
8
n
£
g 3
:
z :
. =
P Version Control = TODO @ Problems B Terminal @ Services sparrow-log
IL  Sparrow Enterprise: 21910] HHR&LICH AL R DS} HZHSE SLI5HH 2. (moments ago) 751 LF UTF-8 4spaces ‘W

6. Intelli) 2212 AX|7t bR | ASLICH
Tip: 22130212 M43t FHE 22I5H= Third-Party Plugins Notice 20| EA|Z|= Z42 Accept
E2 22542, E8{1219 215 M E 22I5l= Untrusted Server's Certificate 0| EA|T|™
Accept HES S2/510] E2{1012 HASHA L.

Third-Party Plugins Motice
The following plugins arent coming from JetBrains:

SPARRCW_ENTERPRISE (Sparmow)

Installing plugins is similar to installing and running
applications. Plugins get the same permissions as the IDE
process itself. Only proceed if you trust the plugins.

You are aleo advised to check the plugin vendors
documentation for details on how the vendor can process your
personal data.

JetBrains is not responsible for any behavior of any third-party

plugins and their vendors, including processing of your
personal data.
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Server's certificate is not trusted
dh

Certificate details
Issued To

CH (Common Name) spamowiasoo.com
Issued By

CH (Common Mame) sparowfasoo.com

Walidity Period
Walid from: 24, 2. 26,
Walid until: 34223
Fingerprints
SHA-256: 97 CB C4 D4 47 BT 37 GE A1 55 A4 FE 46 1B 64 BA
' 30 CE 37 DB CA DT 4B CB 8F 3F 10 PO 9E 1D EO 80
SHA-1: EB 3C 5F 7548 90 11 94 10 1E 1D 3C 80 94 AD 08

J3C91835

The accepbed certificate will be saved in fruststore
C:\Users\illurigon\AppData\RoaminglJetBrains\ IdealC2023.1\ss1\cacerts with the

default password changeit

Sparrow Enterprise 2 0f| ot HE EQI5HX| 2 ALEX AE2 SHHE AFEXL DR H|ER#H S E Y H5IH

2tE Intelli) E2{0010 22 S2t0|MEN 2O0le 4= YRS LICH ERM Sparrow Enterprls e HO| HN 2
JQI5H] H| UM E Mt = HASHH|ZAHS E S2{1210 22 QIsH0F gL|Ct
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sparrow-plugin

A

.

.-v"‘\..l

%X, EORISHMIR.

M ANE2 MEIT2l0|X Mo 2 32182

s 21|

. Z 2 File H| 70| A{ SettingsE = 2!l 11 Settings X 2| Tools > SPARROW_Enterprise |+
St

B ceting:

dureriiad Penice P Daplori

‘{Coce With M
Dutatase mpector
BT & Mesg
PRIt SuggEtr
Featuret Trainer
Legeat

Sy Canificates
Ehared Inckeces

w

Srirnup Taiks
¥ Tages
WFath Viewer

Tools @ SPARRCW Eaberprise =
o

M F

S50

HEHE

=
R A E 2P
Spaow 2R

=

Cancel
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3.MH F& AMEXHID, HIRHZ S 2ot 210l HES SESHM K.

=2
Tip: 280M XtE 232 H2 A S MESHEH Intell)E 2 [ A5 2 2 QI5HA E LI

3
4. SPARROW A 20| A 7| HEZS S2/5HM 8.

B sparrow Path b4
e [Cspare.240222 = = | a8 i

=3 bin = spamow

(=] conf = sparrow.bak

[

=] logs

=] output

=] sbulld

B0 AN | C¥SpamowwENTERPRISEWClientwspamow-enterprise-client-windows-r233-20240222

O RE@: -

271 M

5. 220 2X| &l Sparrow Enterprise 22t0|E F 25 51 BI| S S EHIIM K.

Tocls * SPARRCW Emberprise Hesed
Flugins
* Version Conltrol
o Beikd, Expoetion, Deployment s
* Languages & Framewarks

g

bR, 16 100 R 0880

o3

Tooks AR admin Gupersding
Spice
Codama FEET)
Artions on Save
Wiz fiecunery. and Pepview s
Extiinial Took

Termminal

R A R B3N

Spancw DE  CpamowARENTERPRTSERC S Do - e Cherm - windowt -« 240 20240229 B7
dincroig Desvice File Explorer

Aurcrosd] (Eeruliner
Coce Wath s
Dutszase Inipecton
0N i Mg
Faatured Suopien
Featunes Traines

e

Lageat
S Canficilig
Shatd Indks

6. OK HHEZ S 2I5IM| 2

7. O| A Intelli) 2] 1210 A Sparrow Enterprised| 2191 &} & L| T,

Intelli) Z22{1Q: T2 M E X7}5}7|

M
~

X

o

sy maHES Ao ASLC

A
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Intelli) 221210l

o

> T

X

Aol ZEE

1. sparrow-plugin &

JOBRHE | T2HE 0|22
FEISP| HES

ER IS

= 4517

N E 2

220N E{3}7] 0f0]

e 3Ag|
—_= = 1

SHM| Q.

2UETHM 2.

H = 4 = ol el A AN - A 0 1T L= A
il Sparrow Enterprise 22t0|HE 0| HZAE Intelli) E2{1 Q2 AHESHY AATE O X HAEHE O+
HMSH A Ol A | |. H MSh H o 2 N E _H | | _l.OIE |._9_ |. I.O"'I.h =S| HAFQAEH"‘|.O:| H A S
=== UL L =48 i Z2HE Th7|X], 2 5 AHEAIL JSHE &4 AZ MEIS ===
(o] ==y
=] I_l I:I-
in X0 T 2ANE 2 OF XI5 T =M EE AMEHS
1. sparrow-plugin 2| Z2HE SER0|M &M F7Iot T2 HMEZ MEISIM R
H Xt HMSE AL MEHS
2. Project & O M 2AT S MEISHN R
o A = Eo =3zl
3.0IRA QEZ HES 2ESIMR
File Edit View Mavigate Cede Refactor Build Run Tools VCS Window Help Testcode - [m] X
SAST 2~ A | CurentFile ¥ Q >
3 Prgject N - sparrow-plugin 9 — g
S > gjava Testcode] g + o 8 g
B sasT i
New > '3
Enterpris ZSHE S8 EEEEET S 1 g
sparrow, 9% Cut H
> Il External B Copy Q
Scratche Copy Path/Reference.
O paste hwantest HHl 5Ol - BATT v B
Find Usages
[ Jkw_test U 39601 - BLH v B
Replace in Files... 3
Analyze > test A 0 0l7F »
Refactor ’ test2 2 0 0l% »
Bookmarks > Search Everywhere Double Shift
test3 A 0 0l >
Reformat Code Go to File Ctrl+Shift+N
QEinnZ2 Mrzis test_intelli A0 Ol% »
Remove Module Recent Files Ctrl+E
e D T TestProject HAI 28001 - BUH v B
. o Navigation Bar Alt+Home
Rebuild Module 'SAST' Ctrl+Shift+Fo -
Ol M2 el AE 2 Y2410 - 1€ H Y B
Open In > Drop files here to open them
Local History >
Repair IDE on File
S Reload from Disk
4% compare With Ctrl+D
sparrow-log Open Module Settings 4 g —
[STDOUT] load « Add Framework Support.
ISTDOUT] load « Load/Unload Modules...
[STDOUT] load ¢ Mark Directory as. =
[STDOUT] load «
[STDOUT] load ¢ Convert Java File to Kotlin File Ctrl+Alt=Shift+K
o [STDOUT] load | Run SPARROW
H
e 3
= =
= 2
g s
" E
P Version Control i TODO @ Problems B Terminal & Services sparrow-log

1D description

4. Run SPARROWS 22I51M Q.
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sparrow-plugin it —
O+ o F @

« TestProject HHI 78,618 0lfr « 3MTE
ol# == HE| 78543 015 ¢ 1 b
Q = 3

n 3434311 #pragma E|AJRL AME  CiTestcode\SAST\lestcode|c)a

n 3434312 #pragma X|AXHAHS  CiTesicode\SAST\leslcodeicla &
| 7530061 *QURE3 JE Y c-simple/sample
| 7higaee * R ES oE et cosimple/sample.c

I 7530059 *HUEES FE Y c-simple/sample

I 7530058 * QIR B3 7 fYt c-simplefsample

I 750057 * Qg B3 PRI HE oo 52 b
| 7530056 *UEEI A Y csimpe e

I 7530055 * Gl & €3 & HE c-s sa

I 753e054 *OIE& EJ 7 Hot

| 7530053 * AR ES JHE Y c-simplefsample

I siges: *PEEZ pEIHE cs 5a "
| 75Ie0s1 *GIE B3 fHE e £ 2

| sigase * QIR E3 & fHut ces sa

I 753eess * 918 2 E g 5

| 7536048 *CIRES A #BE c-simple/sample.c

| 7530047 *O1E B2 RE HE c-simplelsample.c
I 7530046 * W& EE A it c-simple/sample

2

-

&EE‘H‘H‘HE} C=SiMmpkejsampie.c

I
LaF
I3
-
i
b
A

] 7530044 *

18 £33 Y c-simple/sample.

¥

Ol% S2UME Z2HEC| 2T 04 S22 &I 4+ YHLICE 0f7|0)= 0|2 ID, R, Ol% 0|8,

O|7+7t A=l Xtit, RIFE, Ol 7+ HEH7}

—

H
>
n
-
n J

vV AAIE Ol AN HE

oY
M
Ot
je)
3>

of CHot §EE HEAIELICY.
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spamrow-plugln n —
G + © F ®

«  TestProject HH FEE18 0l - MBI T
W #7530337 XQuery &€ X
o=

I eS8 o0 ASP ) 2024-06-04 10:48:41

XQuery &8 M HEEX %2 2F Yo EHE XQuery 228 g EELI
u §

XQueryS AHETI0] XML CjOE{o] CHE S5 2|5 H4T o AHEEE 2R 2
ol cHal HEE HE Fxirh EWEE] Fom S45 /22 A5 Yoz #
Y == UM gLck ol 2 gle S{7EX] G2 Clo|E| S ZREHHLEE EAE 21
T 5= 2GLICE 6E 80 XQuery 22 username='local_user]’ o} 0| &2 O
=85 MBS0 usermamet HIDY BRFEE S ETLICH 2if 2|20 HIRS
o LR BOEG e (gi? HEcs 2 Ogn 22 BAgE gel
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1. Intelli)2| File M0l A| SettingsS 2 Z|5tA| 8.

20 tdit View Navigate Code Refactor Buld Run Tools VCS Window Help  Tes Ldapinjecti - x
sas1  New > & LdapinjectionTestm 2 A [ CurentFie v Qo
v o e . . : @
s N CNFS 004cpp * # Formatstringm & LdaplnjectionTestm ¢ sparow-plugin
& i +1m files are supported in other etBrains IDEs Try Clion  Try ntel IDEA Ufimate o+ ok ®
=
ings }f (err == LDAP_SUCCESS) Y« TestProject WH78E18 0% - BN
. Project Structure.
File Properties NSLog(@"  TLS established");
Local History }etse { o4 2= K 78,543 014 1>
H save Al 1dap_get_option( 1d, LDAP_OPT_DIAGNOSTIC_MESSAGE, (voids)msg);
S Reload All from Disk NsLog(@" : %s", ldap_err2string(err)); Q
Repair IDE NSLog(e"
Invalidate Caches. Ldap_nenfree(nsg) ; ABEIR] 92 KJol #14 asprel/Checkertnitie
+
Mansge IDE Settings > . " OLEISIK| 42 27 aspnet/CheckerUnitle o)
New Projects Setup > Y
1 OISl &E ssonetCheckerUniTestXPatnine
Export > NSLog(g"  Bind Data:");
s NSLog (" Wech:  simple”); o FILFKIA 2ol o2] X2|  sspnet/CheckerUnities
e NSLog(e" ON: %s", DANADN ? bindDN : "(NULL)™); . et
ot NSLog(@" Passud: s, bindPll ? bindPW : "(NULL)"); MESITI Q2 T e ssprelCheckernties
1] erHistx| g2 22 iet/CheckerUnitTest/XPathinjec
NSLog(@"  binding to LDAP server...");
cred.bv_val = bindPW ? strdup(bindPW) : NULL; O9| B sspet/CheckerUniTestXPathinje
bindPW ? (size_t) strien("drowssap”) : 0;
bind_s(ld, bindDN, LDAP_SASL_SIMPLE, &cred, NULL, NULL, Gservercredp); HILtxIA egtsel el K2l let/CheckeiniTes!
if (err 1= LDAP_SUCCESS) ARSI S8 RO A s ke e
1
NSLog(g"  1dap_sasl_bind_sO: %s", ldap_err2string(err)); ¥l catch B8  asonet/CheckerUnitTest/WeakPass
1dap_unbind_ext_s(ld, NULL, NULL);
return 0; 3 AMGSIX| 28 X|2{ 4 sspne/CheckerUnitTestWe
s Yl catch 28 aspnet/CheckerUnitTest/WeakPass:
NSLog(@"  initiating lookup..."); 1 Apgsix ge Ik et/CheckeruniTe:
if ((err = ldap_search_ext_s(1d, baseDN, scope, filter, NULL, 0, NULL, NULL, NULL, -1, &res))) //@violoti
1 o ABSIF ge T elCheckerUnitTest/Unre
NSLog(@"  ldap_search_ext_s(): %s*, ldap_err2string(ern)); [,
1dap_unbind_ext_s(ld, NULL, NULL); srmEeTET
£ return 0; 0] o Equals AFS  sspret/CheckerUnitTest/ge
g i
3 HttpOnly7tobel 37| \et/CheckerUnitTest/Pers
n return 6;
) HUpOnly?} OFl 37| aspnet/CheckerUnitTest/Pers "
H S HutpOnly7}Obl 7] aspet/CheckerUnitTest/Pers El
* 30356 AESIX| S48 THROJE]  aspretCheckerUnitTest/Hiip £
¥ version Control 00 © problems B Terminsl O Semices sparrouog
O it application settings 75 LF xwindows-249 4 spaces

2. Settings & 0| EA|Z|H Plugin > SPARROW EnterpriseZ 0| S3HA| 2.

3.2E%F 2|0 = E=2S 28T F Uninstall HHES SESHA 2.
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e Uninstall Plugin
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'SPARROW_EMNTERPRISE'?

EE | ~

5. 0K HHE2 25 Intelli) 2212 S A HSHM K.

6. O AA| 7} 2t= 2| A5 L E.

Visual Stuido Code =219l

483 4 AU LICE Visual Stuido Code 221012 Z20|AE S ALZ S}

o =
= = —
SZ0|YUEE EX|3{0F LT S2I0|UEE 2X[5t= LY 2 S20|AUE X[V 5 SN K.
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3. EHHE7| ol0| 25 S =51l vSIXOAM EX| S 2 =M 2.

o EIE S A% 2N - J Testcode DB Don - ul bt

B O B8 C* AuthorizationBypassSqIASPNETTest.cs X @) oo

?  [ITest > € AuthorizationBypassSqlASPNETTest.cs

EREREERERREEER LR RER KK R R R EHEEHE

PNETConv: ASP.NET Converter module */

e Bl o icnt e
Q i:;:mso& SEETA _% _ C:\Users\fasoo-ybj\Deskteplaspnet\benchmark\b.
EXNEEEET M
= Markdown All in One A3 Z0| BT mA| ¢ code with additional engine options, write o
All you need to write Markdown (keyboard shortcuts, table of conten 5% 0jSE A lowers */

| E% Yu Zhang

Markdown PDF VSIXO| A EH]...

1llections.Generic;

Convert Markdown to PDF 12 using System.IO;
= yzane i3 13 using System.Ling;
14 using System.Net;
Pylance 15 using System.Web;

A performant, feature-rich language server for Python in VS Code 16 using System.Web.Helpers;

18 using System.Web.UI;
Python 19 using System.Web.WebPages;

# Microsoft 1] 17 using System.Web.Security;

Pythaon language support with extension access points for IntelliSense (...

20 using System.leb.
& Microsoft ] 21 using System.Web
Python Debugger 2? Ls}ng z}'siem.waE.R !
. g System.Web. H
P Python Debugger extension using debugpy. o LS}"’ ystem.l ouTing;
24 using System.Data.Odbc;
# Microsoft i} . o
25 using System.Data.SqlClient;
26
B
v EE ol 27 public class SqlInjectionTest : Account.Login {
- Docker < 332M % 45 28
d’ Makes it easy to create, manage, and debug containerized applications. 29 HttpRequest Request;
docker @ Microsoft EE 30 HttpResponse Response;

31
@ Vo i cyrechan=d DEIEY vy 32 public SglInjectionTest() {

Supercharge Git within VS Code — Visualize code authorship at a glanc... 33 }
# Gitkraken 34
éﬁ} V . 35 void ButtenClickBad(object sender, string connect, Event
ey markdownlint b 6.8M K 45 o .

1]

1,81 394 UTF8 CRIF < 0
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4. Sparrow 22}0|HE HX| AZ0|M HOEI| HES SE5HM Q.

o =0 = X
&« v <« Sparrow » ENTERPRISE » client » sparrow-enterprise-client-windows-r263-20240430 v @ sparrow-enterprise-client-win... ©
Td - A ED A== (7]

TW-106 L

[=]

+T} o 37

vscode bin

HE AR

in]

o OneDrive

[ RS T  I SV I ¥

[ T T R ]

[N S I R e

2
2
2
2

it ot

in]

& CneDrive

Eyrc
B 30 7R
¥ Downloads
g =24
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I 52 et
=] A
=

- = 023 (],

E0: | sparrow-enterprise-client-windows-r263-20240430

| Select Sparrow Directory | ]

L

5. 240 2X| & Sparrow Enterprise S2t0[|HE B2 & HEi5I 1 Sparrow = MEH S S 2/5HM| Q.
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) File Edit Selection View Go Run Terminal Help 2 Testcode oo - X

o e o Csamplec X 1] O+ o F B x
« TesTcoDE Enterprise > c-simple > € sample.c >  dovble_free_complex_sub(List 3 R
> idea 268 void double_free_main() { & TestProject HH 78618 Ol - SNRE
5 v 280 free(head); /* BUG:DOUBLE_FREE */
281
go ) Enemie s ¥ w7430 < | 1| >
> a2 83 /N1 100110 11010101011001100100004 010111
| 2 cmi=hi=n 284 void double_free_complex_sub(List *p)
& > SAsT 285 Free(p->ptr);|
g s 286 if (unknoun()) { AR SR K B copnetC estixPatni @
B > sparow 287 free(p);
> utl_testcode-main 288 } HHSIX| g2 2 sspnet/Checkerl xeatinjecti @ (1)
A Benterprisezip o
200 void double_free_complex_main() { o) T e E  asonet/Che esUXPathinjectiont @
B osca_hash_testset.zip o1 List *head;
B sparowzip 202 head = (List *)malloc(sizeof(List)); LA Qemol o] K2l scpnec s @
B uti_testcode-mainzip 203 if (thead) {
208 exit(1); AZEIR| BB X W ssprelC B ®
205 }
206 head->ptr = (int *)malloc(sizeof(int) * 10); TSR B FY  aspet/CheckerUnitTestXPathinjecti @
207 if (thead->ptr) {
208 free(head); o) T e E  asonet/Che esuxpathinjectionAs @
209 exit(1);
300 LRI LRl o2 12| sspnetC s @
301 double_free_complex_sub(head);
102 #ree(head); /* BUG:DOUBLE_FREE */ MBEIH BE KA S csprenC estWeakP @
303}
os ¥l catch S& aspnet/CheckerUnitTes orR @

Soix| e e e s
306 void use after_free(List Argsixl g Kl e S

365 /I 10010001000101010000000000004010011T
) L

307 free(p); s o }
308 Free(p->ptr); /* BUG:USE_AFTER_FREE */ #catch B8  sspnel/Checkerl o @
300}

MSSIX| %L MRATJE  aspne Unrestr @
310 EI% 22 metolE

O AFREIR 2 TROlE ssprel

PROBLEMS ~ OUTPUT  DEBUGCONSOLE  TERMINAL  PORTS (=3 v
INSLALLING PACKEEE RGLUr LaNGUSEE SEFVER 1CLENELry (WNUUWS / XOW)

ASE|X| 22 K|

0] cish Equals A8 =<

Finished
o A1 sspret

Youie Using dotnet configured on PATH HitpOnlyZH ORd 271 asorneu/c

Dotnet path: C:\Program Files\dotnet\dotnet.exe

Activating C# + C# Dev Kit...

waiting for named pipe information from server...

> TIMELINE
 SOLUTION EXPLORER

HitpOnly7} Oftd 7] aspret/c

~ @ ConsoleApp [stdout] HitpOnly7} Of 37| asoret e @
S ConsoleApp1 (notsu. received named pipe information from server AR QS MRE ssonetc v HutpRe: @
attempting to connect client to server...
client has connected to server
{g} [Info - 4:53:20 PM] [Program] Language server initialized
®o0A0 Wo 1n285Col 18 Spacesid UTF8 CRF (}C © Win32

2. Visual Stuido Code2| B 7| oM 248 TieS HESHA K.

3.0 RLEZ HES 2HOHM K.

®) File Edit Selection View Go Run Terminal Help 0 Testeode ocoon - x
|@ BPLORER w € somplec X ev@em- @9 O+ o F ® x
 TESTCODE Enterprise > c-simple > € sample.c > @ double_free_complex_sub(List * R .
p > idea 268  void double_free_main() { - s— «  TestProject K| 78,618 Ol - 3AIZE ™
> s 280 free(head); /* BUG:DOUBLE_FREE */
281}
z_o > Enterprise e ) oln=22 TRl 78543014 < 1>
2 e N JIITII1111101111111111171111117
p, 7 oscahashtestet New Folder. st *p) { Q
& > SasT Reveal in File Explorer Shift+Alt+R
o A Open in Integrated Terminal : " #pragma XMt MS  CilestcodelSAS codelclal. @
B > sparow —
> util_testcode-main Find in Folder. Shift+Alt+F o " #pragma X|AIREALS all. @
A Benterprisezip .
Cut Ctrl+X )L o o

B osca_hash testsetzip
B sparrow.zip Copy clsC of(List));
B util_testcode-mainzip

Copy Path ShiftAlt=C
Copy Relative Path Criskculsshiec  S1Ze0f(InE) ¥ 10); c-simplefsample.c
Run Tests c-simple/sample.c

Debug Tests

ad);
Rename. 2 faee v

Delete Delete

VELLITITIIL I 111011141 111711

300 VOLU USe_aTLer_Tree(List "p) {

307 free(p);

308 free(p->ptr); /* BUG:USE_AFTER_FREE */ CoreEEes @
9} »
310 .

O

PROBLEMS ~ OUTPUT  DEBUGCONSOLE  TERMINAL  PORTS c# v
INSLALLING PACKEEE RGLUr LaNGUSEE SEFVER 1CLENELry (WNUUWS / XOW)

Finished

> GoaE Using dotnet configured on PATH

Dotnet path: C:\Program Files\dotnet\dotnet.exe
Activating C# + C# Dev Kit...

waiting for named pipe information from server...

> TIMELINE
 SOLUTION EXPLORER

~ @ ConsoleApp [stdout] c-simple/sample.c ®
S ConsoleApp1 (notsu. received named pipe information from server elsample. ®
@ attempting to comnect client to server... B N
client has connected to server
& [Info - 4:53:20 PM] [Program] Language server initialized
®oAo Wo 1n285Col 18 Spacesi4 UTF8 CRIF (}C @ Win32

4. Run SPARROW AnalysisS = 2|5HA| 2.
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| O+ o F @ x

&« TestProject HU| 7EE18 0l « ZAIDIE S

Ol 28 HH 7R 54300 < 1 »

M £7530373 ARBSIX] QIR XI2f W4:  aspnel/CheckerUnitTest/XPathl @
n 530372 QIEISIR] S32 22 aspnetiCheckerUnitTest/XPathinjecti & [T)
Ml #753e371 O8] BE =& aspnet/CheckerUnilTest/XPathinjectionAs  (w
m 7530378 KILRAIA| RebEg) 2] M2l aspnet/CheckerUnitTestXF
m 538350 AMRE|X] B2 XS W= aspnet/CheckerUnitTest/XPathli (&
n 7530368 IR S& 22 aspnet/CheckerUnitTestXPathinjecti @
1]]] 530367 o2 B ©E  aspnet/CheckerUnitTest/XPathinjectionAt e
m 7530356 KILFXH| S/RE 2] 2] aspret/CheckerUnitTestKF (o
m 7538365 AFEER] B2 K™ ¥ aspret/CheckerUnilTest/WeakP
1T 530364l catch B & aspnet/CheckerUnitTest/WeakPassword®

i 7530363 APRE|X| BR XE sl aspnel/Checks ITestiWeakP (&
1]} 7538362 9l catch 28 aspnet/CheckerUnitTest/WeakPasswordR (o
m 7530361 AMBEX| BI2 MRI0IE  aspnet/CheckerUnitTest/Unrestr @
INIE 27538368 ARBEX] B2 D2H0JE]  aspret/CheckerUnitTest/Unresir (&
m 538350 AMESX] Q2 XH HE  aspnet/CheckerUnitTest/Sanitiz
ML =7s3e358 A0 Sl Equals M8 aspnet/CheckerUnitTestRelian
Ml 7538357 HitpOnly?} 0P 37| aspnetiCheckerUnitTest/Persiste &
I 27520356 HttpOnly?} 0P 3| aspnet/CheckerUnitTest/Persiste
I £7530355 HupOnly?t OFcd 37| aspret/CheckerUnitTestPersiste

m 538354 AMRBE|X] G2 DIBJO|E] aspnet/CheckerUnitTest/HitpRe:

ol'IT =
Olfr7t A= & Xk 1™ E, O+ MEH7F HEA|E LICH

- =

V2AZILE Olf MM HE

HE 0770l Chot YEE EAILICE

82/160

E0ME Z2HEQ| 2|2 Ol 552 Y &= AFHCL 07|10 = Ol«+2l ID, 9, Ol O &



L O + o F & =

&« TestProject HU|TEE18 0l « ZADE T
w 47530331 XQuery &gl 4
e de

MU ci 8 4 ASP By 2024-06-04 10:48:47

HQuery 82 HHEe HESEF 2 28 YE0| TEE NQuery 12E HEEL|
=

HQueryE AFEEHH XML HOE{H HE S5 2| B WU I AMERE 28 2
ZI0H| CH3H TR T ME M7 EE Lo AT 2|20 1EE YR ¢
Hit £ QA Bk 0|2 s #HtElK 22 -IolEl§ 2B 218 A 22
o 4 2ELICE Wl E S0 ¥Query 22 username='local_user? 2t 20| EHE o
ZHE MESH usernamedt H| 0T SXFES LETL|CE DHef 2o HDE
Plaf MeE 2XpE 22 Q2 EI HERE HE EIE"'t L2 BIEE T 2
claLict " admin' or "='" ¢ 2AEE A2 2|9 =HE22 C120 el
username = "admin’ or "=" "="2 MH[L} lruEUIEE username H|i IHHE 2
o = TR [ S

HQueryH| A2 E|= 2|5 B2 M|o|Ejo| &0 E211 8l 12| HAHE TEf2IH
Of ZLICk

oy L Olw

AAFE Olfr M RO = Olfr AE A0l Chet 7|2 &, AFEl Olfr2 223 L 2Ql0] of
YOl LI AOIE, sl S O]+ 0fl Chet fledet Ol A| B FTF Tt O A7 22 HA|E LTt
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TestProject

| 78,618 0l « 3AZH

7530231 XQuery & %

LHE | HI0]E]

=X 72 S0 M2t G2~ HiddenField?] £4 Value AFsiicna %
E8t7| AIZELICE

FH 292 L0 passtl RIHEE T ALICEH
FH 20 20| BX1E HAN ASSUeDR ST ANIE FHELC
5 22 40| squeryd TIE=2GLICE

+H 22 d squery0l 2 StreamReader S8 XHS] THEH Of 718 0] A

B0 =78tEE= B new System. 0. StreamReaderS FHELICH

=4 20 20| querytl X1 EIH aLiCt,

+H 22 d queryd| M+E StreamReader.ReadToEnd()2] HI0| A M|
AMZEIHODR 5 PIEEHE S EHTL|CH

=8 20 0| H£E XQueryCompiler.Compile()2] 1911 MASH<2 ALE
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.

S Y EEESLICE
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You can check security vulnerabilities and quality issues of your
software: thoughout source code, web application, open source, and
run-time application, the Sparrow Enterprise is able to identify various

types of source.

Administration of Detecting Rules

In the Sparrow Enterprise, detecting rules can be categorized and
selected on its Project unit. The Work Profile allows you to tailory A

analysis for specific standards and compliances you need to work with.
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Sparrow Enterprise S2t0[HE CLIOAM Z2HE S & 2 Ql5t= &2 Cra1r 25 LT
1.3 ZEZEE H¥5IAM Q.

2. **{Sparrow Enterprise 22t0|1E HX| C|HEZ|p*E 0| SoIA 2.

3. Linux 28 0| X = sparrow-cli I & 1} FHO A FME LM 2.

./sparrow-cli list project -s https://localhost:10880 -u admin -p
/home/user/workspace/password.txt

4. Windows 2t 0j Al = sparrow-cli.cmd I & 1t FHO A FME YEHSM 2.

sparrow-cli.cmd list project -s https://localhost:10880 -u admin -p
C:\workspace\password.txt

5. 0f2f LHES 05t SM S LSt AlsHM .= E €Y & 5)
-s EE= --server*

A A58 = Sparrow Enterprise AMH{ 2| |P 4 S L E B QILICH (O A

Z2HE S5S 25t = AFE XL AE 2| IDYILICH (KA )
-p EE= --password

=4S A5t = AFEX AEel HI2HD E Mot txt LY Q| @[X|JL|CE O] S0 2f2 YHSHX| &
2 B2 A8AL AE e YD E 2 =dt2ts HAIX| 7t =72 BA|Z[D siE GA|X[Of H{ZHD E &S
St ELITE(O Al )
dH Z2HME O|F, Z2HE 7|, OpbX| 9 X, OFX| 9 2ol X A|XF YA, Z2HE Mg AT HA
2Lt
S20|UE cL: ZEHE M| FE =l57|
Sparrow Enterprise 22I0|HE CLIOIM ZE2HE oA §EE &Qldt= Y2 ChE1 25 LICH
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2. **{Sparrow Enterprise 22t0|HE M X| C|AEZ|}*Z O| SN 2.

3. Linux 40| X & sparrow-cli I+ 1t FHO A FMZ YHSHM A,

./sparrow-cli get project -s https://localhost:10880 -u admin -p
/home/user/workspace/password.txt -k myapp

_._

4. Windows 24 0| A{ & sparrow-cli.cmd It 2 1t HHO Ul SMS YStM Q.

sparrow-cli.cmd get project -s https://localhost:10880 -u admin -p
C:\workspace\password.txt -k myapp

otz LHE&= Hst &4

mjo

Ystn MR (£ B Y B
-s EE= --server*

A 23524 = Sparrow Enterprise MH Q| IP FTA S T E H S QL|CH (O A
)

-u EE= --user*

[m
ot

D2ME MM HEE &0lsta = ALRX A ™ Q| IDYLICH(O)Al: )

-p EE= --password

=S FAStH = AEA A B2 E Mo txt Tt o YIX|YLICE O] M0 gt= ¥
2 R AEA AZ2 HZHS S YEI2tE HAIX[7F =712 BA|EH SHE HAIX|Of H| 2
St E L ELOAL )

golgt Z2MEO| Z2ME 7| YLITH (0] Al )
J2{H Z2NE 7| Z2NE 0|, 44 AlZh OHX| 9t 2], OFX| 9 2HQ1o| &Y D, 2t R,
Al ZHY 2hm YA 2 MEl, B Ol 5= 24 S =T AL X} ID, ALE AL 0| 50| HA|E LTt
ZEIO0|[AHE CLIZE Z ¢ =0l
S210|AE cLi: Y 0| &ls}7|
Sparrow Enterprise 22t0|1E CLIOJA X2 2Q 0|22 =olst= W2 O3t 25 LIt

2. **{Sparrow Enterprise 22f0|HE EX| C|HEE[}+Z 0| St Q.
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3. Linux 24 0| M= sparrow-cli It 2 1t HHO A FHES QESHM Q.

./sparrow-cli list analysis -s https://localhost:10880 -u admin -p
/home/user/workspace/password.txt -k myapp

4_

4. Windows 2t 0j M= sparrow-cli.cmd I & 1t HHO A FHES BESHM Q.

sparrow-cli.cmd list analysis -s https://localhost:10880 -u admin -p
C:\workspace\password.txt -k myapp

5. 02 LHES &5l SMS sl AN (= B4 U 3

-s EE= --server*

A ZA35}2{ = Sparrow Enterprise MH 2| IP T4 S T E S QL|CH(OA]:

)

CC =

-u &£ & -—user*

e o

i
mjo
ot

tRIote = AFE AL A8 2l IDY LI EL (AL )

CC

-p EE= --password

Sparrow Enterprise S 2t0[1E CLIOIAM 2 &M FHE

THE A= AFEAL A Zel B2 =S MY txt TS| @ XY LICL O] M0 gtE Y=o
B2 ALEA AFES| B2 S S YHotEts HAIX7F F7t2 BAZ|H of S HAIX[O B|Z2H=E &
E )

L= --key

MRS SUS TRYE TEHE 7|YLCL 0| SM2 USRI oY TRYEO|M 13

Y2 BEAZLCL Ol SM0 2tS YESIA| oM = T2 HENAM s E 22 A YS BEAIPL
)

mjn
Jpot
ro
Ot
rir
0
1
rlo
il
Ojo
=
my!
o>
I~
i

2. **{Sparrow Enterprise 22t0|HE &X| C|HE2|}+2 O|SStAM .

3. Linux 40| M= sparrow-cli It 2 1t HHO A FHES LEHSHM Q.
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./sparrow-cli get analysis -i 49 -s https://localhost:10880 -u admin -p

/home/user/workspace/password.txt

bl 2.

sparrow-cli.cmd I} 2 1t

BolM=

2

k=3

4. Windows

sparrow-cli.cmd get analysis -i 49 -s https://localhost:10880 -u admin -p

C:\workspace\password.txt

--id*

L=
[ —

N

--server*

L
[

-s £

Sparrow Enterprise A|H{ 2| IP T4 3 ZE H QL|CE(Of Al

—
—

A A5}
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|
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o
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